Social Engineering

Typesof Attacks =

Social engineering is the art of human manipulation. It is when bad guys attempt to fool
or trick you into doing something you should not do. Some of the most common social
engineering attacks to look out for are:

Phishing Emails or Messages

These emails or messages attempttofoolyou into takingan action, such as clickingona malicious link,
opening an infected attachment, or filling out an online form.

How to Spot:
-+ A strong sense of urgency rushing you into making a mistake.
+ Generic greetings rather than using your name or title.
- The From or Reply-To address is a personal emailaddress, such as @gmail.com or @hotmail.com.
+ Anofferthat plays onyour curiosity or seemstoo good to be true, such as notification of a package
delivery even though you did not order anything.

Spear Phishing

Spear phishingis similar to phishing, but instead of randomly emailing millions of people the attacker
targetsspecificindividuals. They research theirtargetand create a customized email, one theirvictimis
more likely to fall for.

How to Spot:
+ Theemailappearstocomefromafriend or coworkeryouknow, butthetone ofthe message does not
sound like them.
« There's a strong sense of urgency, pressuring you to ignore or bypass our policies.
Theemailisworkrelated,butcomesfromapersonalemailaddress,suchas@gmail.comor@hotmail.
com.

CEO Fraud

Attackerspretendtobeaseniorleaderfromourorganizationinordertotrickyouintodoingsomethingyou
should notdo.The clues ofa CEO fraud attack are similarto a spear phishing attack. However, there is no
infectedattachmentormaliciouslink.Instead,theyareattemptingtotrickyouintodoingsomething,such
as approving a wire transfer or sending sensitive documents.

How to Spot:

+ Theemailappearstocomefromafriend orcoworkeryouknow, butthetone ofthe message does not
sound like them.
There's a strong sense of urgency, pressuring you to ignore or bypass our policies.
The emailisvery shortand urgent(only one or two sentences) and the signature says the email was
sent from a mobile device.
Theemailisworkrelated,butcomesfromapersonalemailaddress,suchas@gmail.comor@hotmail.
com.

Phone Calls (aka Vishing)

Inadditiontoemail-and messaging-basedattacks,attackerscancallyouonthephonepretendingtobean
individual or organization you know and trust, such as the help desk or a vendor.

What to Do:
+ Beverysuspiciousifsomeonecreatesastrongsenseofurgencyorasksyoutohelpthemwithoutfirst
provingwhotheyare.Alwaysfollowourproceduresforverifyingaperson’sidentitybeforediscussing
any sensitive information over the phone.

USB Drops

Attackersgiveaway orintentionally placeinfected media,suchasUSBdrives,inhopesthatsomeonewill
pick them up and insert them into their computers.

What to Do:
+ Neveruseanunknownorunauthorized USBdevice orotherexternalmediaand plugitintoyourcom-
puter. Never let others connect devices to your computer as well.

If you believe you are the target of a social engineering attack, stop all communication with the
attacker and report the incident immediately.
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