4 WAYS TO STAY SAFE ONLINE

Simple and practical tips to help you stay safe and secure
online at school and home.

1. PROTECT YOUR ONLINE ACCOUNTS.

Use strong and unique passwords, combined
with multi-factor authentication to protect
your online accounts.

2. SECURE YOUR U OF T LOGIN.

U of T's multi-factor authentication
service, UTORFMA, adds an extra layer
of protection to your U of T accounts. It
is quick and easy to enrol!

3. PROTECT YOURSELF AGAINST ONLINE FRAUD.

Emails are commonly used by malicious
actors to trick users into revealing personal
information or taking other unsafe actions.
Pause to think before responding to
unusual email requests and look out for
malicious attachments and links in emails.

4. PROTECT YOUR DEVICES.

Install anti-virus software with automatic
updates on your devices. Also, keep the
operating system and applications on your
devices up-to-date to protect against security
vulnerabilities.

Visit www.securitymatters.utoronto.ca to learn more.



